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Awareness Through Information Sharing

Incidents/Articles of Note:

e Misconfiguration Leaves Thousands of Servers Vulnerable to Attack,
Researchers Find

e Free Privacy Tool to See What Data Your Car Collects About You

e Cybercriminals Have Adapted Since Microsoft’s Decision to Block Macros

e Card 'ID Theft' Fraud Doubles in 2022

¢ White House: Half of North Korean Missile Program Funded by Cyberattacks
and Crypto Theft

e 2 Years After Colonial Pipeline, U.S. Critical Infrastructure Still Not Ready for
Ransomware

e Bad Bot Threats Present a Growing Risk to Organizations

e Why More Transparency Around Cyber Attacks is a Good Thing for Everyone

e Top 5 Password Cracking Techniques Used by Hackers

e Congress Eyes New Rules for Tech: What’s Under Consideration

This is an open-source product. Redistribution is encouraged.
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Article | Secure List

New Ransomware Trends in
2023

Ransomware keeps making headlines.
In a quest for profits, attackers target all
types of organizations, from healthcare
and educational institutions to service
providers and industrial enterprises,
affecting almost every aspect of our
lives. In 2022, Kaspersky solutions
detected over 74.2M attempted
ransomware attacks which was 20%
more than in 2021 (61.7M). Although
early 2023 saw a slight decline in the
number of ransomware attacks, they
were more sophisticated and better
targeted

CISA

CYBER+INFRASTRUCTURE

White Paper | CISA

CISA Releases White Paper
Highlighting R&D Needs and
Strategic Actions for
Enhancing the Resilience of
Critical Infrastructure

The Cybersecurity and Infrastructure
Security Agency announces the release
of the white paper, Research,
Development, and Innovation for
Enhancing Resilience of Cyber-physical
Critical Infrastructure: Needs and
Strategic Actions, developed by the
Resilient Investment Planning and
Development Working Group
(RIPDWG). ... The paper defines three
major gaps that will require a more
integrated, empirical, and user-informed
approach to federal research,
development, and innovation
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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